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Abstract. Today world is standing in the era of Internet of Things (IoT) where for
almost every day we are connected in one way or another with one thing or another
through the Internet creating the Internet of Things. Even we say that we are living
in the world of Internet of Every Things. Having tremendous amount of potentials in
application wise IoT becomes one of the most cutting edge technologies for our daily life
living. Also, all most all of business, health care, academic institutions are harvesting
the grains of the Internet of Things. So it is necessary to have reliable IoT devices
to produce accurate information. In this paper, we proposed a method to characterize
reliability measure of Internet of Things. The products of queuing theory such as the
response times, queue lengths, delay times or waiting times and busy periods will be
utilized for computing the reliability measures. In doing so, the Markov Chain properties
will be employed to take the dependency of things into account in the IoT environments.
Moreover, we will present some experimental results to confirm the proposed method.
Keywords: Reliability Measure, Internet of Things, Markov Queue, Waiting Times,
Access times and queue lengths

1. Introduction. We are now living in the era of Internet of Things. On the everyday
news the buzzard word IoT is making front line topic. In very near future, all most all of
things, human beings, animals, objects (things) are being and will be connected over the
internet. In addition, the things in IoT are making actions and interactions among each
other to transmit and receive information. In other words, IoT can be considered as a
communication network in which devices or objects are connected by which information
are received and transmitted. In such cases, reliability measures are important for making
useful and reliable information. The Internet of Things is an ever growing connected
network in which the connected things or devices are able to collect and send data to
IoT platforms. For example, when you go to a hospital, once you pass the registration
counter, the machine scan your registration card and make instructions to the unit where
you may have medical treatment and the registration. How wonderful the IoT has made
our life easy and lively. However, we have to remember that everything in IoT has a life
expectancy as any other machines and they can make malfunctions due to interruption or
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reach at the level expected life time which leads to the question of how much the things
are reliable during their life time in IoT [1].
Recent surveys estimated that by the year 2020, 212 billion IoT devices will be connected and created the amount of data to reach at the level of 40 ZB [2-3]. This will make
a challenging research for developing new technologies to cope with such amount of huge
data and in some ways, it is an excellent opportunity for researchers to be able to show
their innovative and creative ideas for real life problem solving to be benefit of human
beings. Moreover, IoT based application areas are wide and huge, horizontal and vertical,
various and gracious, social and global, community and security, e-health and e-wealth,
and much more.
In addition, the Internet of Things can make our daily life smart in many ways; smart
homes, smart cities, smart animal farming leading to smart every things. For those smarts,
it is necessary to understand the fundamental concept of Internet of Things. Basically,
the Internet of Things is made up of connected devices which send and receive data which
are to be processed for decision making. Then the decisions and commands are sent to
the application layers which are in the data centers or data followed by information queue
linked between devices and application systems in IoT. The information queue has been
widely used to control the huge amount of data created by the IoT. As the name suggests
that the main function of information queue is to make scheduling messages for the IoT
working smoothly [4].
As we can see in the architecture the IoT is composed of the IoT access network and
the Internet protocol (IP) information queue link to IoT application networks. In the IoT
access network, the devices generate information. The information is transmitted to an
information queue. Then, the information queue makes decisions by data analysis and
gives commands to actuators in the application network [5-9]. Therefore, IoT services
are provided by monitoring data in the physical domain of the access network protocoled
with an information queuing system for decision makings to application networks. Since
IoT is a queuing system controlled, it involves information or messages coming and going
out from the system and the way or patterns that are arriving and how they have been
executed. The output of a queuing system is very much dependent on the inputs into the
system. In the current system the inputs are highly correlated with how the IoT devices
functioning well. If the IoT devices failed to produce proper or correct functions, the
information produced by the queuing system will lead wrong decisions making process and
service unreliability and service inefficiency. This kind of situation will effect to the whole
network so that the continuously generated information become unreliable. Then, the
information queue turns out distortional results through the data analysis. Furthermore,
injecting additional data with wrong information can happen in the queue and the wrong
decision will decrease the user experience for services. Therefore, we must be careful with
the input data to have reliable and reputable sources [10]. In this concerns, the theory of
queue system can investigate the message delays, traffic congestion and busy times. By
studying those patterns, we can find the reliability measures for the Internet of Things.
In this paper, we shall propose a Markov Chain based queuing model to characterize
the reliability measures of Internet of Things. In order to do so, we organize the rest of
the paper composed of some related works in section 2, the overview of proposed system
in section 3 and some illustrative experimental results in section 4 followed by conclusions
in the final section.
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2. Some Related Work. In order to advance the Internet of Things technology, many
researchers have done some aspects of IoT devices reliability and system reliability measures [11-12]. Generally these advances are applicable to almost all types of smart environments such a smart homes, smart cities, health care systems, and deep learning
processes [13]. However, in the task of designing IoT the greatest challenging is building
a standard of reliability measure. For example, a simple device such as a temperature
sensor to the Internet can be complex and expensive, especially if the device does not
have its own processor. In addition, different types of IoT devices have various actions
and interactions. Thus we need to collect and aggregate the data from a disparate set of
IoT devices by a means of bridging devices with a range of processing capabilities and
interfaces together in a consistent and reliable way [14]. The information queues offer
an elegant means for simplifying the networking of “things” and messages through IoT
gateways. As a consequence, the individual devices do not need to bear the complexity
or cost of a high speed Internet interface in order to be connected. An IoT gateway is an
intelligent component based on an IoT platform [15,16]. As state-of-the-art IoT gateways
are designed to connect to mobile and wireless networks, they emphasize the provision of
flexible connections among smart devices and a user’s cloud to enable intelligent big data
analysis and data-driven decision making.
The internet of things devices are mostly relied on the wireless communication which can
affect data transmission among each other. It is also noted that wireless communication
has a higher channel error than wired communication. These channel error can cause
the transmitted information damage. Since the damaged data are not reliable and will
not function properly, we should not include these information during the performing
data analysis process. To detect the malfunctioning data or unusual data, an intrusion
detection system can be exploited [17-18]. Generally the regular data in IoT are periodic.
Event-driven data is different from normal data. Although the similarity between the
event-driven data and the normal data is low, the event-driven data should not be blocked
in the information queue system, but the existing methods do not process the eventdriven data. The problem of IoT service performance modeling reference to the quality of
service measure can be considered as response time, throughput and network utilization.
In this context many authors have studied in the literature [19-21]. Among them some
authors proposed and validated web application performance tool for the performance by
obtaining the response time distribution of IoT cloud system modeled on a classic M/M/m
network queues in which the both interarrival time of the information and processing
times have has negative exponential probability density functions. Then the response
time distribution is utilized to derive the optimal level of services which can perform the
maximum number of workloads. The response time takes into account both the waiting
time in the queue and the service time. However, the existing ways of data processing is
not enough for providing reliable IoT services [11-12]. Therefore, in this paper, we propose
a Markov dependent queuing system for information queue which can adaptively finds the
suspicious data using the waiting times and expected queue length. It includes the valid
data (i.e., the normal data and the event-driven data) and excludes the malfunctioning
data in data analysis at the management level. In this context, the concept of reliability
based on queue theory and Markov Chain has not been utilized conjunction with IoT
devices and related Networks. The reliability theory is well developed in the field of
Operation Research [22-23] and queue theory and Markov Chains are the most power
tools in studying Stochastic Processes and their applications [24-25].
3. Characteristics of Internet of Things Reliability Measure. In order to characterize the reliability measure for Internet of Things, we propose a stochastic model in
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which the fundamental concepts of queueing theory with the independent and identical
distributed arrival process and exponential service time distribution are utilized. In particular the proposed system is described in FIGURE 1. And it contains three components:
(i) input process (ii) processing messages and number of processors to produce decisions
and commands, and (iii) the application layers process those decisions and commands to
measure the reliability of the Internet of Things. While processing the messages, several random disturbances and interruptions may occur causing message damages, delays
and getting no responses. From the queueing theory point of views we can compute
the useful quantities such as time of delayed responses and their corresponding waiting
time distributions and the number of messages left in the queue waiting to be processed.
These computed quantities are used to characterize the reliability measures for internet of
things. In order to realize the proposed system, we consider the IoT network as a multiple
queueing system having multiple waiting lines consisting multiple servers or processors
making first in first out queue discipline. Let the number of input channels or servers be
N for i = 1, 2,..., N. The messages or information transmitted by the IoT devices will
be flowed into those input channels and form a queue to be processed. In particular to
make calculation simple we assume that the flow of information are distributed according
to the mixture of gamma distribution described in equation (1).
In this context, the concept of reliability based on queue theory and Markov Chain
has not been utilized conjunction with IoT devices and related Networks. The reliability
theory is well developed in the field of Operation Research [22-23] and queue theory
and Markov Chains are the most power tools in studying Stochastic Processes and their
applications [24-25].

g(x, α, β, λ) =

λxλα−1 exp(− βx λ)
β λα Γ(α)

(1)

where x, α, β, λ > 0
βΓ( λα+1 )
with mean E (x ) = Γ(α)λ .
Where α, β > 0 and x is a positive real number. The parameter α is called the shape
parameter and is called the rate parameter (or inverse scale parameter).

Figure 1. Architecture of IoT Message Queue
Each processing unit in message queue has the same service rate and is equal to µ, this
is µ = µi , i = 1, 2, ..., N . Connecting servers in the message queue are fed with gamma
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arrival and service distributions. So α/β is the feeding distribution for the customers
leaving the entering server.
The formulas for determining the operating characteristics for the multiple server queuing model are based on the same assumptions as the single-server model-Poisson arrival
rate, exponential service times, infinite waiting space and queue length, and FIFO queue
discipline are derived as follows. In this terminology, let the number of population (here
in IoT the number of packets of messages) in the system (message queue) be n, then we
can define n, then we can define λn and µn as the arrival and service rates depend on the
number in the system. The probability that there are no customers in the system (all
servers are idle) is

P0 = PS−1
[ n=0

1
1 λ
( )n]
n! µ

+

Sµ
1 λ S
( ) { Sµ−λ
}
S! µ

(2)

The probability of n customers in the queuing system is
(
Pn =

1
,
λ n
) P0
S!S n−s ( µ
1 λ n
( ) P0 ,
n! µ

n>S
n≤S

(3)

The probability that a new message arriving in the system must wait for process (i.e.,
the probability that all the processors are busy) is

Pw =

1 λ S
Sµ
( ) {
}P0
S! µ
Sµ − λ

(4)

Similarly, the average number of messages waiting for processing is given by

L=

λµ( µλ )S
(S − 1)!{Sµ −

λ}2

λ
P0 + ( )
µ

(5)

The expression in (4) is also known as Erlang’s delay formula. By using this formula,
we can compute the waiting time distribution as follows.

P (W > t) =

Sµ
1 λ S
Sµ
( ) {
}P0 e−{ Sµ−λ }t
S! µ
Sµ − λ

(6)

This probability can be considered as IoT device failure if the t is big enough. Therefore,
we define the reliability function R(t) = 1 − P r(W > t). By using equation (6), we finally
obtain the reliability function for each server in IoT message queue becomes as described
in equation (7).

R(t) = 1 −

Sµ
1 λ S
Sµ
( ) {
}P0 e−{ Sµ−λ }t
S! µ
Sµ − λ

(7)

That can be interpreted as the probability of a sever functioning until time t. Thus the
probability of the whole IoT massage queue to have reliable informing processing can be
determined by using a threshold value say α such that P = 1 -[1 − R(t)]N ≥ α , otherwise
the IoT system is not reliable.
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4. Some Simulated Experimental Results. In this section, we shall illustrate the
proposed method of reliability measure in IoT environments. We have understood that
the main theme of an information reliability is to determine whether we can use the
information which can answer to our research or real world problems. Sometimes, to
perform the assessments of IoT, only a certain potion of the information may be necessary
and relevant to our research problems.
We may need to assess only a few elements of a database or we may need to as-sess
many variables in various modules of a data collection system. The way we deal with
the assessment is to be determined how much we expect for the importance, reliability
and reputability of the data to be included in our outputs. The relationship between
the correlation of the things in IoT and the number quality services available are also
discussed by using numerical methods. Although most of existing reliability computing
algorithms are subjects of iterations demanding the rate of convergence, the proposed
methods need only one time computation. So it is not necessary to worry about the
convergence problems. The proposed method has taken care of convergence concepts
implicitly. This merits to reducing the computation time for calculating IoT service
and device reliability measures. The reliability distribution patterns are calculated using
queuing theory concept proposed in section 3. In this aspect, it is shown that how much
one can vary the values of the traffic intensity and the maximum correlation one can use is
presented. In which, the probability of time duration where the IoT devices can perform
without failure has been taken into account.
In TABLE 1., for small value of number of IoT things the results of reliability distribution are presented for large correlation value and small size of demands. In TABLE 2,
the results of reliability distribution for minimum allowable correlation and the maximum
size of inputs are shown. These results are also shown in graph forms in FIGURE 2.
and FIGURE 3. Again, through the varying the parameters thresholds, inputs and the
number of devices it is observed that the threshold value is range from 0.7 to 0.9 for large
value of N, the total number of IoT things within the datasets.

Figure 2. Distribution of Reliability and Expected Waiting Time for Service N =20
5. Conclusions. In this paper, we had presented a new look into the reliability measuring
system for the Internet of Things environments. We observed that the approach based
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Table 1. Distribution of Reliability and Expected Waiting Time for Service N =20
N
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

Probability of Reliability
0.938
0.946
0.9394
0.941
0.918
0.919
0.9164
0.9282
0.914
0.915
0.9176
0.9142
0.918
0.918
0.9172
0.9176
0.91712
0.91712
0.91712
0.91712

Expected Waiting Time
0.6579
0.679
0.7034
0.6885
0.8219
0.8012
0.7942
0.7955
0.8571
0.8564
0.8504
0.8422
0.8289
0.8217
0.8383
0.8304
0.8333
0.8333
0.8333
0.8333

Table 2. Reliability Counts for Variable Thresholds
N /α
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

0.7
3
4
4
4
4
4
4
3
3
3
4
4
4
4
4
3
3
4
4
4

0.8
2
2
2
2
2
2
3
3
3
3
4
4
4
4
4
3
3
4
4
4

0.9
2
2
2
2
2
2
2
2
1
2
3
4
4
4
4
3
3
4
4
4

0.95
0
1
0
0
0
0
0
0
0
0
1
2
2
2
2
1
1
2
2
2
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Figure 3. Reliability Counts for Variable Threshold
on the Markov queuing theory seems to be efficient and promising. Although we have
employed the synthetic data for illustration, we will use real world datasets in future.
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